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Abstract

The battery management system (BMS) is the main safeguard of a battery system for electric propulsion and machine
electrification. It is tasked to ensure reliable and safe operation of battery cells connected to provide high currents at high
voltage levels. In addition to effectively monitoring all the electrical parameters of a battery pack system, such as the volt-
age, current, and temperature, the BMS is also used to improve the battery performance with proper safety measures within
the system. With growing acceptance of lithium-ion batteries, major industry sectors such as the automotive, renewable
energy, manufacturing, construction, and even some in the mining industry have brought forward the mass transition from
fossil fuel dependency to electric powered machinery and redefined the world of energy storage. Hence, the functional safety
considerations, which are those relating to automatic protection, in battery management for battery pack technologies are
particularly important to ensure that the overall electrical system, regardless of whether it is for electric transportation or
stationary energy storage, is in accordance with high standards of safety, reliability, and quality. If the system or product
fails to meet functional and other safety requirements on account of faulty design or a sequence of failure events, then the
environment, people, and property could be endangered. This paper analyzed the details of BMS for electric transportation
and large-scale energy storage systems, particularly in areas concerned with hazardous environment. The analysis covers the
aspect of functional safety that applies to BMS and is in accordance with the relevant industrial standards. A comprehensive
evaluation of the components, architecture, risk reduction techniques, and failure mode analysis applicable to BMS opera-
tion was also presented. The article further provided recommendations on safety design and performance optimization in
relation to the overall BMS integration.

Keywords Battery management system - Functional safety - Hazardous area - Lithium-ion batteries - Failure mode
analysis - Electric transportation - Large-scale energy storage
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1 Introduction

Unprecedented progress in battery development and technol-
ogies is paving the way to electrification of all machinery in
almost every industry sector, particularly in transportation,
to replace the conventional fuel or gas-powered systems to
every possible extent and potential (Zhu et al. 2019; Nitta
et al. 2015; Masias et al. 2021). Over the last decade, the
surge in battery production, not only to accommodate the
electronics industry, but also for the mining, manufacturing,
energy storage, and automotive sectors has made research
into battery materials one of the most crucial developments
in the modern world. Alongside material improvement and
innovation, a battery management system (BMS) is required
to achieve the full potential of every battery cell employed
in every application scenario or circumstance (Lelie et al.
2018; Rahimieichi et al. 2013). Battery cells in most applica-
tions are usually deployed with them connected in series or
parallel, or both to increase the required power and energy
to provide useful performance. As such the battery pack
generically refers to the number of cells that are connected
together, in accordance with the specific application, and a
dedicated BMS caters for the pack and system. The purpose
of a BMS, as the name implies, is to effectively manage
each individual battery cell in a pack so that they are syn-
chronized and operated in a regime or range that has been
assigned by the cell’s manufacturer (Xiong 2020; Bonfiglio
and Roessler 2009; Bowkett et al. 2013).

Beyond the basic functionality of measuring cell volt-
ages, cell temperatures, and total current flowing through
the battery pack, a BMS must also provide a charge equali-
zation solution to ensure each cell in the battery pack has
a similar discharge and charge rate. In addition, a BMS is
also required to provide reliable information on the avail-
able charge balance so as to avoid over-charging and over-
discharging conditions (Andrea 2010; Wan et al. 2009). A
more advanced BMS will indicate the health status of the
battery pack, at an approximation, through the detailed diag-
nosis of each charge—discharge cycle of every battery cell
in the pack.

In every application field that requires a battery pack
system, in addition to the battery cells and BMS, it also
essentially requires adequate isolation devices or a contactor
controller that is managed and is supervised by the BMS.
When it comes to a high energy battery pack (large-scale),
the BMS can be a sophisticated hardware and software inte-
grated system that not only monitors each cell’s voltage,
current, and temperature, but also (Faika et al. 2018; Kim
et al. 2013a): (1) calculates the leftover charge, (2) calculates
the remaining cycle life, (3) manages the acquisition of data,
(4) performs battery uniformity and equalization processes,
(5) dynamically controls the charging and discharging rate,
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(6) transmits and receives signals from other electronic com-
ponents in the system, (7) manages the thermal distribution
if it is not passive, and (8) ensures all isolation components
connected to the battery pack are functional.

A very important issue for large-scale high-energy battery
pack systems that are in highly sensitive environments, such
as in hazardous areas, is the reliability of the BMS to provide
the system with the level of safety that is required (Zhu et al.
2017, 2020; Li et al. 2016). While considerable research has
been conducted to deal with improvement of the BMS in
from the hardware and calculation algorithm aspects, such as
the state of charge (SoC), estimation accuracy, cell balancing
circuit topology, and state of health (SoH) estimation, the
standard for the safety aspect of the BMS functionality is
rarely considered. The importance of determining the level
of safety integrity of the BMS’s functionality is crucial for
the overall operation of a battery pack system. Hence, in this
review article, the safety considerations in designing a BMS
are discussed in detail and illustrated with a generic exam-
ple. The paper firstly provides a brief introduction to the key
composition of the BMS, specifically for high energy battery
pack systems, and then illustrates the typical BMS topology
in the current market, which is followed by the functional
safety studies as stipulated in the ISO 26262 and IEC 61508
industrial standards (IEC 61508-1 2010, ISO 26262 2018).
The authors hope to provide the readers with some inspira-
tion on the latest research findings and design of the BMS
for sophisticated requirements and conditions. Such as in the
personnel and material transporters for underground coal
mine applications.

2 Data acquisition

The basis of a BMS rests on the accurate measurement of
every external battery cell parameter in the battery pack sys-
tem. The significant dependence on the measurement relia-
bility makes the design criteria of the monitoring and detec-
tion circuits highly stringent, and assessment is needed to
ensure the required anticipated readings. The 3 main inputs
to the system are the main current sensor, the cell voltage
sensor, and the temperature sensors. Other supplementary
sensors include the general analogue sensors (e.g., humid-
ity, acceleration pedal, brake pedal, insulation detection,
location, etc.) and general digital sensors (e.g., indicators,
switches, etc.).

Typical accuracies for the battery pack current of an
electric vehicle are 0.5%-1.0% up to 450 A, 1-2 mV for
the cell voltages, and 0.1% for battery pack voltage up to
600 V (Brandl et al. 2012). Depending on the application
and battery chemistry type, however, the required accuracy
can be higher or lower. For instance, the lithium-ion phos-
phate (LFP) type battery chemistry requires high accuracy
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for measuring the cell voltages because of the very flat char-
acteristic (voltage-capacity) curves.

In addition to the voltage and current sensors, tempera-
ture sensors are used in the battery pack. In a hazardous
environment, every cell’s temperature must be measured at
its terminal for the highest allowable heat generation during
the charging and discharging processes. In common automo-
tive applications, temperature sensors are only placed at cer-
tain hot and cold spots inside the battery pack to generalise
the overall temperature distribution across the pack.

The rate of data acquisition or, in other words, the sam-
pling times for each data stream is determined through the
priority assessment, in which shorter sampling times, in the
range of 107 s, are required for critical measurements such
as the cell voltages and current to allow precise state esti-
mation. Other measurements can tolerate lower frequency,
so as to reduce the power consumption and complexity of
the design for the firmware system. Based on all the data or
information acquired, the BMS will have outputs, such as
switching the safety contactors to isolate the battery pack,
only if any of the parameters are out of range, and there
are other general analogue or digital outputs such as indica-
tors, controlling the speed of the fan for heat management,
switching contacts, communications, etc. Another essential
consideration for the measurement circuitry is the electro-
magnetic compatibility of the layout design, particularly for
automotive traction applications, so that, in most cases, all
the power electronic components are in close proximity to
the BMS. A good anti-electromagnetic interference design
of the BMS will ensure the reliability and quality of the data
acquired and further enhance the processing stage.

3 Data management, processing, storage,
and communication

One of the most critical capabilities in the BMS software
system is its ability to effectively estimate the remaining
charge or energy left in every battery cell and also the
remaining cycle life or useful life of each cell. The former is
commonly known as the state of charge (SoC) and the lat-
ter is known as state of health (SoH). In some of the BMS
literature (Lu et al. 2013; Wikner and Thiringer 2018), there
are also terms as state of function (SoF) and depth of dis-
charge (DoD), which are generally derived or calculated
from the SoC and SoH. These battery parameters are said to
be estimated because in most battery chemistry, especially
the lithium-ion, they are not able to be measured directly as
in the cases of voltage, temperature and current. These direct
measurements will be used, however, as the input values
for the estimation algorithms or models that anticipate and
output the SoC and SoH values as accurately as possible.

The heavy dependencies of almost every charging-dis-
charging operation of the battery pack on these estimated
values have directed significant attention to the design algo-
rithm and have been the research priority in many battery
research groups for the past decade (Duong et al. 2015,
2017; Gu et al. 2021; Kim et al. 2013b; Lee and Lee 2021;
Lim et al. 2016; Lin et al. 2020) Table 1 shows the reported
SoC and SoH estimation techniques that have been devised
by various research groups. Both estimation techniques are
complex in nature, due to the fact that various unforeseen
factors that could considerably affect the estimation out-
comes are inevitable.

The most frequent commercially employed SoC technique
is through the Coulomb counting method or a modified ver-
sion of it. In general, this algorithm integrates the current
entering or leaving the battery pack with respect to time.
The downsides are that the cell deteriorates over a period

Table 1 State of Charge (SoC) and State of Health (SoH) estimation techniques

Direct measurement Book-keeping estimation

Adaptive system Hybrid methods

SoC estimation techniques
Open circuit voltage (OCV)
Terminal voltage
Impedance spectroscopy

Modified Coulomb counting

Coulomb counting (ampere-hour integral)

Neural network
Support vector machine
Fuzzy neural

Kalman filter

Coulomb counting and OCV combination
Coulomb counting and Kalman filter
Extended Kalman filter

Experimental methods Model-based methods

Machine/deep learning methods

SoH estimation techniques

Impedance measurement

Internal resistance

Capacity level

Incremental and differential of
capacity and voltage

Electrochemical model
Sliding mode observers

Adaptive filtering (KF, EKF, UKF, RLS, etc.)

Support vector regression

Neural network

Fuzzy logic

Long- or short-term memory network, transformer, etc
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of time and the initial value from the integral solution does
not necessarily correspond to the state of the battery at that
particular time. The deterioration process of a cell is caused
by complex electrochemical reactions, which are not taken
into account by the coulomb estimation. Furthermore, such
techniques required high robustness and precision measure-
ment of the current, since it is the main parameter in the
estimation process.

Until now, the SoH estimation has not been successfully
adopted by many commercial applications, since the com-
plexity and unknown variations are yet to be deduced. There
are essentially three main indicators that define this state:
the battery internal resistance, the battery impedance, and
its capacity. All of these are not able to be directly measured
by any circuit or electronic chip design, and they require
substantial knowledge of the cell electrochemistry over a
lengthy period of time. In vehicular applications, the battery
capacity can fade by up to 20%, while the internal resistance
increases by up to 160% above its initial value (Berecibar
et al. 2016). Therefore, in tracking these changes, it is nec-
essary to estimate the battery SoH, which is a challenging
task, since the both battery resistance and capacity find their
origins not only in many different causes, but also in the
interactions between them. The extensive contents of the
estimation algorithms will not be discussed in this paper.

Besides calculating the SoC and SoH, the BMS is also
required to store the usage history and profile (charge and
discharge) of every battery cell, including fault occurrence,
temperature, SoC, and SoH. This data is essential to allow
for maintenance activities, recycling processes for second-
life applications, short- and long-term predictions of the
capability of the system to deliver power, and the usage life,
anticipated upcoming faults and their diagnosis, battery cell
comparison studies, and many more factors. The sophisti-
cated management of these data might not necessarily be
performed within the BMS system itself so as to reduce
the complexity, cost, and computational power. Instead,
the data management, calibration, and analysis can be per-
formed through external devices such as through online
cloud management or wireless portable computers. Apart
from straightforward on-board diagnosis such as sensor
faults, actuator faults, out-of-safety-range operation, loose
connections, and insulation faults, the BMS usually contains
a networking system to not only communicate with other
electronic controllers, but also to allow transfer of data for
additional essential diagnosis. In automotive applications,
the BMS usually adopts the Controller Area Network (CAN)
bus for communication and networking, while in other appli-
cations, the Universal Serial Bus (USB), Integrated Circuit
(I2C) Bus, and RS232 and EIA485 (formerly RS485) con-
nections (Divyashree et al. 2020; Gabbar et al. 2021) are
equally well adopted.

@ Springer

4 Battery equalization management

Battery equalization is a generic term that refers to a method
that is employed in BMS design to remediate the fact that
the battery pack consists of cells connected in series that
suffer from inconsistency in their degradation rate and con-
sequently cause the measurement from each of the cells to
have different values with respect to time. It is extremely
unlikely that cells are still homogeneous after many cycles
of operation, even if they were manufactured exactly at the
same time and date, and with high quality control. The rea-
sons are, among many, the different temperatures across
the battery pack, environmental conditions, inconsistent
mechanical and electrical stress, etc.

The more cells that are connected in series in a pack,
the greater the variation between cells will be. When a
battery pack that consists of a series of connected cells
becomes imbalanced, the total output power or energy
from the pack will be reduced and will result in prema-
ture cut-off of power supply, even though there is still a
significant amount of unused energy in the pack. If this
scenario is not corrected, the effect will be exacerbated
with continual usage of the battery pack and subsequently,
the cells will drift apart from each other.

There are various battery cell equalization techniques
and algorithms that have been employed in the past dec-
ade, and Table 2 presents an overview of the circuitry
topologies that have been widely reported (Omariba et al.
2019; Qi and Lu 2014; See et al. 2019; Wei et al. 2010).
They are generally classified into two major types, passive
equalization techniques and active equalization techniques.
The passive technique is relatively simpler and lower in
cost to implement, with excess energy from any of the cells
in the pack dissipated through a parallel resistor connected
to the cell. The current flow through the resistor is either
fixed (for nickel and lead-acid type batteries) or controlled
through switches (field effect transistors (FETs)) that are
connected in parallel to each individual cell. The BMS
will have the software commands built inside to allow the
switches to open or close in accordance with the balancing
requirements.

The active technique, on the other hand, is a non-dissipa-
tive method, which utilizes a mobile shunt component or a
voltage or current converter to transfer energy from one cell
to another cell. Under this technique, there are three main
groups: the capacitor based, inductor/transformer-based,
and converter-based techniques. For the capacitor-based
group, there are generally two techniques that are commonly
employed, and the differences, apart from the circuit topol-
ogy, are the duration or time of the equalization process.
The more complex the components used in the design, the
shorter the time that will be required for the cells to equalize.
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Table 2 Passive and active techniques for battery equalization management

Cell balancing/equalization

Active

Passive

Inductor/Transformer Base Converter Based

Capacitor Based

Fixed shunt resistors:—Cells with higher energy have Switched shunt resistors:—Cells with higher energy

Cuk Converter

Buck/boost
Flyback
Ramp

have it dissipated by switch control that decides
which resistor should be shunted for balancing

it dissipated through parallel resistors as heat until

all cells match

Single inductor

Switched capacitors

Double-tiered switched capacitors Multi- inductor

Single transformer
Multi-transformer

Full-bridge

Quasi-Resonant

The inductor/transformer-based design employs electronic
winding components (e.g., inductors or transformers) for the
intermediate energy storage, instead of capacitors, to transfer
charges from one cell to another cell. Generally this tech-
nique achieves faster times due to the higher current transfer
and fast switching speed of the improved components.

The most sophisticated active equalizer is the converter-
based equalizer, which has the highest flexibility for con-
trolling the equalization process. This technique, in addi-
tion to bidirectional charge transfer from cell to cell, also
allowed for charge transfer to the whole battery pack and
vice versa. The higher efficiency of the equalization man-
agement comes with the expense of higher complexity and
production costs. In addition to the hardware, the algo-
rithms for the respective battery equalization techniques
also essentially require tedious development. They are
generally divided into 3 different strategies: cell’s volt-
age uniformity, SoC uniformity, and remaining capacity
uniformity. At present, most commercial BMS systems
utilise the voltage-based algorithm because of its simplic-
ity and reliability, as the voltage data is acquired through
the monitoring system rather than the SoC or SoH which
are based on estimation algorithms.

5 Battery thermal management

High power or energy battery applications require efficient
thermal management systems to ensure that the temperature
gradients between cells are minimised, reducing the prob-
ability of hot spots, preventing thermal runaway, maintaining
a healthy range of operation, and consequently increasing
the battery pack lifetime. Battery pack thermal management
is typically categorised (Bandhauer et al. 2011; Katoch and
Eswaramoorthy 2020; Shuai et al. 2018; Smith et al. 2018)
into the: (1) air-cooling method, (2) liquid-cooling method,
(3) refrigerant-based cooling, (4) thermoelectric module
cooling, (5) phase-change material (PCM)-cooling, and (6)
hybrid methods. Cooling of the cells is complicated by the
thermal resistance of the electrolyte and plastic components
in the cell, limiting the heat transfer to the surfaces of the
cells.

Depending on the environmental conditions, it might be
required to heat the cells to bring the temperature into the
allowable operating window. The air-cooling method is the
simplest form of structure and is energy saving, but effi-
ciency is low, and it is generally not recommended for high
power or energy applications. Liquid-cooling, on the other
hand, has the highest efficiency and provides good uniform-
ity with a compromise in energy consumption, added com-
plexity, and weight. More advanced methods, which include
PCM, thermoelectric module, or hybrid cooling, are easy to

@ Springer
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integrate, compact, and have good efficiency. Their imple-
mentation is higher cost, however, and in some cases adds
significant maintenance complexity to the whole battery
pack system.

The battery thermal management and BMS are treated
by many researchers as the subjects of distinctively separate
investigation due to the fact that BMS is more involved with
algorithms and circuit topology whereas battery thermal
management is more relevant to mechanical considerations,
thermodynamics, and fluid dynamics. Nevertheless in real
application scenarios, the battery thermal management sys-
tem, which is involved in air and liquid cooling, is monitored
and controlled by the BMS, because the battery sensory cir-
cuits are all embedded inside the BMS and the output from
the system (either digital or analogue), will adjust the power
required for the thermal management to heat, equalise, or
cool the battery cell. Hence, it is absolutely paramount to
adequately manage the power requirement for the thermal
system through an effective algorithm inside the BMS to
ensure the optimum operation of the whole battery pack.

6 BMS for electric transportation

Electric transportation has been experiencing a rise in popu-
larity over the past few years as the technology has matured
and costs have declined, and support for clean transportation
has promoted awareness, increased charging opportunities,
and facilitated electrification adoption. BMS has a signifi-
cant role in safe operation, energy usage optimization, charg-
ing functionality, communication with the vehicle control
unit, and user interfaces and interactions.

Figure 1 shows a typical powertrain system structure of
a battery-powered traction system. The battery is the only
single source of power and energy, and consists of hundreds
of individual battery cells connected together to deliver large

capacity and power to the system. It has essentially only two
modes of operation, charging and discharging. In charging
mode, the battery receives power from an external charger
designated for the battery pack or at least meet the require-
ments or specifications of the battery pack.

The battery also receives power through the regenera-
tive mechanism of the electric motors and controllers during
operations, these are the momentary events that only occur
when the vehicle initiates braking. In discharge mode, the
battery powers the electric motor that converts the electrical
energy to mechanical energy. The mechanical drive trans-
mits the rotational energy to the wheels of the vehicle. The
battery also satisfies the remaining on-board power require-
ments such as sensing, communication, infotainment, the
heater, air conditioning, thermal management, etc.

7 Topology of BMS

In high-power applications such as traction battery packs,
the energy and power required by the electric drivetrain are
entirely provided by cells connected in parallel and series
with voltage up to 600 V. Note that parallel cells are no dif-
ferent from one cell for BMS monitoring circuits because
the parallel connection has the same voltage across the ter-
minals. The BMS topologies in general can be classified
into four different types or networks (Jinrui and Meng 2013;
Rahimieichi et al. 2013, Reindl et al. 2020): (1) centralized,
(2) modularized, (3) distributed, and (4) decentralized. In
the centralized system (Fig. 2a), all the series battery cells
in the pack are monitored and managed by an entire single
control unit. The advantages are obviously cost effective-
ness, and easy maintenance and fault diagnosis. Due to only
one electronic board that performs everything, however,
the complexity of a large number of lengthy cable con-
nections for a large battery pack increases the risk of short

Vehicle Motoe
Throttle, i ) Controller/ Electric -
: Control Unit/ Transmission
Brake Power Motor/s
Controller
Inverter
1 A
Battery Auxiliary,
) Thermal
Management ¢ » Battery
System management,
l Communication,
etc
Power
Converter

Fig. 1 Typical BMS operation inside an electric powertrain system
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Centralized BMS

.

Battery Battery Battery Battery Battery Battery
Cell Cell Cell Cell Cell Cell
(a)
— BMS Master
communication

communication

BMS module slave

BMS module slave

Battery
Cell

(b)

Battery
Cell

Battery
Cell

communication

BMS full system

BMS full system

Battery Battery Battery Battery Battery Battery
Cell Cell Cell Cell Cell Cell

(c)

Battery
Cell Cell

Battery

13 B
Battery Battery
Cell Cell

Fig.2 Typical topology of large-scale battery pack BMS systems. a Centralized network; b Modularized/distributed network; ¢ Decentralized

network

circuits, loose connections, and susceptibility to errors. It
also lacks scalability and flexibility, since only a predefined
number of battery cells are allowed and a new reconstruc-
tion or design is required if additional cells or different
battery pack configurations are needed in different appli-
cation areas. Modularized BMSs, as shown in Fig. 2b, are
similar to the centralized network, but now the battery cells
are connected through several identical electronic boards
that are evenly distributed among the cells. These boards
are then usually connected to one larger control board that
serves as the manager for all the distributed boards. This is
commonly known as the master—slave configuration, with
the slave represented by the boards connected directly to
the battery cells for monitoring, acquisition, equalization,
and communication. The master control board manages all
the commands and decisions by consolidating all the data
received from each slave board and transmits all commu-
nication to all components in the application system. The
modularized topology potentially improves the performance

of the BMS by providing a safe, reliable, and cost-efficient
solution for large-scale battery pack systems that are utilized
in smart grids and automotive systems. The advantages of
such topology include manageability, scalability and flex-
ibility. In most system design, one master control board is
capable of managing up to ten slave boards with no added
complexity and compromise on the system integrity. As the
slave boards can be distributed along the series battery cells
in the pack, the issues of connection robustness and lengthy
cables are no longer relevant. Nevertheless, the modularized
BMS can sometimes incur higher cost as compared to the
centralized system, and a control master board can only have
a fixed number of slave boards connected to it.

A distributed topology system is generally similar to the
modularized network, with the difference that each slave
board is given more authority and control over the battery
cells that are respectively connected to them. This network
system is usually employed with the modular battery pack
configuration. Each battery pack module contains its own

@ Springer



36 Page 8 of 17

BMS, which resembles a fully independent system, and then,
all the modules are connected together to make a larger bat-
tery pack. Such a topology is commonly employed in energy
storage for renewable integration systems. Then, each BMS
pack module communicates with the central control manage-
ment system merely for data collection, storage, analysis,
and safety control. Depending on the application require-
ments, the central management system could have little or
quite substantial control over each modular system, and it
provides additional protection to the battery cells through
system integrity by checking on every modular pack sys-
tem. No maximum number of inputs is defined, and cells or
modules can be added or removed at any time required by
the applications. The decentralization of BMSs in Fig. 2c
means that each battery pack unit contains its BMS with full
functionality, locally and autonomously. The communication
lines that exist between the battery pack systems are used
to enable information exchange and sometimes to provide
power sharing among connected components and battery
packs. As the operation of each battery pack system works
independently, the failure of an individual functional unit
has very minor or no impact on the functioning of the whole
system. As such, the reliability of the system is improved,
with the robustness and adaptability increasing to match the
requirements of a wide range of applications.

8 The safety considerations of BMS

The BMS of an electric propulsion system and large energy
storage pack has tremendous critical responsibility, as it
supervises and controls a large number of high-capacity cells
connected in series. The safety of the battery pack system,
particularly for applications in hazardous environments such
as in underground coal mining, is of paramount concern.
There are various essential aspects to be considered to assure
the safety of the integrated battery pack systems, such as,
high voltage (HV) safety, functional safety, and safety from
unauthorised manipulation (security). In this section, the
authors will introduced all three components with a brief
generic example of an electric traction system, which is most
common in general mobile applications.

8.1 Functional safety applied to BMS development

The goal of functional safety is to minimize the risk to an
acceptable level, with risk defined as the probability of the
occurrence of damage and the impact of the damage on
personnel or, to a lesser extent, on equipment and the sur-
rounding environment (Kumar and Balakrishnan 2019). The
methods that can be employed to reduce risks are typically
grouped into three: fault avoidance, fault detection, and fault
handling measures (fault control). The safety standard IEC

@ Springer
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1S026262
IEC61508 oM
SIL 1 Quality Managed
T~  asza
SIL 2
ASILB
SIL3
ASILC
SIL 4
ASILD

Fig.3 Approximate cross-mapping of Safety Integrity Levels

61508 is the umbrella (general) standard that covers electric,
electronic, and programmable electronic safety-related sys-
tems for all relevant sectors of industry. Through this refer-
ence, various specific safety standards have been derived to
cater for specific industries, such as ISO 26262 for automo-
tive sector (Kafka 2012).

IEC 61508 calls its stringency levels Safety Integrity
Levels (SILs), whereas ISO 26262 uses Automotive Safety
Integrity Levels (ASILs). This stringency is defined as: SIL
1 being the least critical followed by 2, 3, and 4 being the
most critical, and similarly, ASIL A being the least strin-
gent, and B, C, and D being the most stringent. The safety
levels of both standards are generally quite different, and
there is no direct correlation between the IEC 61508 SIL
and ISO 26262 ASIL levels. To roughly compare the two,
Fig. 3 illustrates the approximated mapping of the safety
levels. In the ASIL system, there is a classification called
Quality Management, which indicates that there is no need
to implement additional risk reduction measures and that
management under the ISO 26262 Standard is not required,
which is similar to SIL O.

In this article, although the focus is generally on battery
pack systems for electric propulsion systems, the functional
safety review will be based on the IEC 61508 SIL Stand-
ard instead, as it represents a more generic approach and
complements the IEC 60079 Standard for hazardous envi-
ronment such as in underground coal mining. Henceforth,
the acronym SIL will be used for the rest of this article.
The Safety Integrity Level (SIL) is used to define the reli-
ability of a Safety Instrumented Function (SIF) as a way
to measure the performance of a system. The SIF is a pro-
tection layer with the objective of achieving or maintain a
safe state of the particular process when a specific danger-
ous event occurs. The SIF is implemented in the (Safety
Instrumented System (SIS), which is normally composed
of several Safety Functions. The SIF is a combination of
sensor(s), logic solver(s), and final element(s) that detect
a hazard and bring the system to a safe state. Its ability to
detect, decide, and act is designated by the safety integrity
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Fig.4 Relationship between the Safety Instrument System (SIS), Safety Instrumented Function (SIF), and Safety Integrity Level (SIL)

Table 3 Safety integrity levels SIL
for a safety function operating
in low and high demand modes

Reliability (%)

PFD (low demand)

RRF (1/PFD)—Ilow demand PFD (high
demand, failures

per hour)

of operation, with SIL 4 having

the highest level of safety 1 90.00-99.00 0.1-0.01 10 to 100 >10° o< 107
integrity and SIL 1 the lowest 2 99.00-99.90 0.01-0.001 100 to 1000 >107 to< 107
3 99.90-99.99 0.001-0.0001 1000 to 10,000 >108 to< 107
4 >99.99 0.0001-0.00001 10,000 to 100,000 >10°to< 10

level (SIL) of the function. Each SIF has a stated SIL that
is related to the probability that the SIF will not work when
challenged (when needed). Figure 4 shows the relationship
between the SIS, SIF, and SIL through the example of a
typical SIF configuration.

The SIL of a SIF system defines a reliability range,
and this can be expressed as the Probability of Failure
on Demand (PFD) or Risk Reduction Factor (RRF),
which is the inverse of the PFD (Innal et al. 2010). As
is shown in Table 3 the higher the SIL level, the more
reliable the system design is, but it comes with trade-offs
such as higher hardware costs, more frequent maintenance
operations, and higher exposure to more nuisance trips.
Hence, it is vitally important to determine the proper SIL
level of each SIF system during the design process and
through a comprehensive risk assessment process. Note
that there are two operating modes when classifying the
SIL of equipment or a system: (1) low demand mode and
(2) high demand mode. Low demand functions have less
stringent requirements, which are expressed in a period
of years. For instance, a SIL 1 rated safety function has
a maximum hazard frequency of once in every 10 years.
High demand or continuous demand functions certainly
have more stringent requirements, such as for transporta-
tion applications where constant monitoring and safety

functions are required continuously. The hazard frequency
is therefore expressed on an hourly basis with the SIL 1
rated safety function. For instance, the maximum allow-
able hazard frequency is 10> in 1 h or 1 in 100,000 h.

The IEC 61508 standard requires a specific hardware
fault tolerance (HFT) in connection with a specific pro-
portion of safe failures, defined as 1—the proportion of
unrevealed hazardous failures, for each designated SIL
classification. HFT refers to the ability of a device to
continue carrying out the safety function correctly when
an error occurs. It is determined by the number N, which
means that N+ 1 faults can lead to the loss of the safety
function. The proportion of safe failures is called the Safe
Failure Fraction (SFF), and it is determined based on the
individual failure rates (4 values) of the individual com-
ponents. Hence the SFF is defined as the ratio of the rate
of safe failures to the total failure rate of the component,
as shown in Eq. (1) (Smith 2011)

=Z’1$+Z’1DD 1
Y As+ X Ap W

where the sum is taken over all relevant items:

SFF
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A is measured in Failures in Time (FIT), which denotes
the number of failures that can be expected in one billion
(10°) device-hours of operation.

Ag is the rate of safe failures, which comprises the safe
detected failure rate Agp and the undetected failure rate
Asu-

Ap is the rate of dangerous failures comprising the rate of
dangerous detected failures A and the undetected failure
rate Apy.

Safe failures or ‘Fail Safe’ means that the equipment has
no impact on safety functions and will not endanger lives or
facilities when it fails. These failures are often referred to
as spurious failures or nuisance failures, since operation is
unnecessarily stopped. Dangerous failures are the opposite,
and they inhibit the system from taking action when it is
called upon to do so. The undetected dangerous failures are

the ones that are of great concern, since the failure does not
reveal itself, lying in wait until the system is called on to take
its safety action but it cannot. Such failures have to be kept
to a minimum using all possible corresponding measures,
including the detailed risk assessment process.

The determination of SIL based on HFT and SFF is illus-
trated in Table 4 below for both low and high complexity
subsystems. They are called Type A and Type B systems,
respectively. Type A products are simple products for which
all failure modes are known, such as metal film resistors,
transistors, relays, etc., whereas the Type B products are
complex products with failure behaviour that is not fully
known, e.g., microprocessors and semiconductor circuits.
IEC 61508 imposes architectural constraints to limit the SIL
that can be claimed for any safety function on the basis of its
HFT and SFF. It requires a subsystem to have a minimum
level of redundancy based on its SFF to ensure the required

Table 4 Maximum allowable
safety integrity level for a safety

. . (SFF)
function carried out by a Type

Safe failure fraction Hardware fault tolerance (HFT)
Type A—simple component

Hardware fault tolerance (HFT)
Type B—complex component

A or Type B safety-related 0 1 2 0 1 2
element or subsystem
<60% SIL 1 SIL2 SIL 3 Not permitted SIL 1 SIL 2
60%—<90% SIL 2 SIL 3 SIL 4 SIL 1 SIL 2 SIL 3
90%—<99% SIL 3 SIL 4 SIL 4 SIL 2 SIL 3 SIL 4
>99% SIL 3 SIL 4 SIL 4 SIL 3 SIL 4 SIL 4
Table 5 Safety function configuration with respect to the architecture or voting arrangement of a particular SIF
Voting arrangement Safety configuration PFD (probability of failure) STR (spuri-
ous trip
rate)
lool @ 1.0x 1072 1.0x 107
One switch with one contact
loo2 % 1.0x107 2.0x10°°
Either one of the two switches can shut down the operation
2002 @ 2.0x 1072 1.0x 107
Both switches must ‘agree’ to shut down the entire system
2003 A B A 3.0x107 3.0x107°

B C €
Each switch needs two contacts

The PFD and STR values are for comparison purposes
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hardware fault tolerance. Such a device or component with a
low SFF requires a certain degree of redundancy to achieve
the targeted SIL level. A system with HFT =0 means that
1 fault may lead to loss of safety function, while HFT =1
means that 2 or more faults are needed for loss of safety
function.

One of the key design parameters in calculating the safety
function is the architecture or voting arrangements of the
various subsystems that comprise a safety instrumented
function (Torres-Echeverria et al. 2011). The architecture/
voting arrangement is essentially the use of redundant pieces
of equipment or devices for the purpose of creating the abil-
ity to tolerate a failure of one component and still have the
safety function perform its action (Hokstad 2005). The
selection or design of an appropriate voting arrangement
will be taken into account. The level of safety, the failure
modes, the rate of spurious failures, and all the associated
consequences in terms of cost effectiveness and necessity
must be achieved. The most commonly used voting arrange-
ments are: (1) One-out-of-one (1ool), (2) One-out-of-two
(1002), (3) Two-out-of-two (2002), and (4) Two-out-of-three
(2003). The first number in this arrangement is the number
of devices that must ‘vote’ to cause a trip for the trip to
occur. The second number is the total number of devices.
Hence, for 2002 arrangement, 2 devices out of a total of 2
must vote to trip for the shutdown to occur. Table 5 illus-
trates the safety function configurations of the respective
voting arrangements, taking the component as a switch or
contactor, for example. The 1ool arrangement is the easiest
and cheapest, but there is no failure tolerance towards either
dangerous failures or safe failures. In contrast, the 1002
arrangement allows for one dangerous failure (HFT =1)
because if one of the switches is welded closed, the other
switch could still open to de-energize the system. On the
other hand, if any of the switches suffers from safe failure
(open circuit), the entire system will fail spuriously. Hence
this voting has a lower PFD but doubles the Spurious Trip
Rate (STR). It is used to achieve the SIL target but at the
cost of tolerating a higher spurious failure rate. In the 2002
arrangement, both switches must ‘agree’ to shut down the
entire system. De-energizing either one of the switches alone
will not cause the entire system to stop. There is no tolerance
towards dangerous failures. If any of the switches fails ‘to
open’, it will result in dangerous failure of the entire system,
although it has one degree of tolerance to safe failures. If any
of the switches spuriously fail in open circuit mode, power
will still be conducted through the other switch, prevent-
ing spurious shutdown. The more complex configuration
is the 2003 arrangement. This system provides one degree
of tolerance to dangerous failures and also to safe failures.
If any one of the switches suffers a dangerous failure, the
other two switches will still be able to stop the system. The
same is true for spurious shutdown. This system is complex

and costly, with targeted SIL levels of 2 and above, while
also reducing the spurious trip rate. For the purpose of com-
parison, the values of PFD and STR are set to a baseline so
that the characteristics of the different voting arrangements
can be quantitatively compared. In the Table, each of the
arrangements are distinctively shown to employ a particular
safety function. Thorough consideration of the benefits and
drawbacks is required when a voting architecture is chosen
for a system. The PFD figure is essentially the reference for
the required SIL target while the STR figure corresponds to
the tolerance of the system towards safe failures.

BMS development has stemmed from the emergence of
lithium-based batteries. Unlike conventional nickel/lead-
based batteries, they do not tolerate any overvoltage and
may require secondary functions to work safely, e.g., thermal
management. BMS has to monitor the voltage and tempera-
ture, measure current in different vehicle operating modes,
and effectively take the necessary action to protect the bat-
tery cells from operating out of their specifications and from
degradation. The safety function hence entails monitoring
the battery pack state via the BMS sensors, which then
transfers the information to the BMS processor units, which
further take action on the power contactors and actuators.
The safety requirements for BMS hardware and software
architecture and design are covered, with express directives
given for BMS hardware components, architectures, and
software module design. In order to do this, it is necessary
to understand the detailed working mechanism of the BMS
design architecture. The hardware software interface (HSI)
has to be defined in the system design phase, which specifies
the elements’ hardware interfaces that are controlled by soft-
ware and resources that support the software components,
which includes the operating modes of the hardware devices
and software configuration parameters. An HSI specification
further includes hardware features that assure element inde-
pendence, define the use of hardware resources, and describe
the access mechanisms and timing constraints for hardware
components (Macher et al. 2015a, 2015b). The IEC 61508
Standard introduces the concept of an overall safety lifecycle
as well as software development processes with guidelines
and design principles that jointly contribute to the forma-
tion of integrated elements and items to be incorporated into
the whole vehicle/application system. The details of these
processes have been discussed and studied by other research
groups (Brissaud and Turcinovic 2015; IEC 61508-1 2010;
Kriaa et al. 2015).

As shown in Fig. 5, a generic example of a basic BMS
hardware architecture is utilised to illustrate the prelimi-
nary system design analysis considering the risk modes
and functional safety requirements. The BMS is divided
into a battery cell/module, an analogue front end (AFE), a
microcontroller (MCU), and a control unit for digital out-
put to control external components. Based on the sensing
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Fig.5 Example of a basic BMS architecture and the functional safety concept

parameters (voltage, current, temperature) through the
AFE, the MCU will decide whether the data is out of the
safety range and take action through the control unit to
de-energize or disconnect the battery cells from the exter-
nal circuit through the relays or power contactors. The
failure rate for these components should be obtained from
the manufacturers and calculated to obtain the relevant
PFD and SFF figures, which then are input into the vot-
ing arrangement to obtain the SIL level of the respective
safety functions. If the targeted SIL level is not achieved,
improvement in the voting arrangement, higher quality
components, or more frequent maintenance operations are
required to reach the target. In the underlying process of
identifying all the associated risks and hazards, the Fail-
ure Modes, Effects and Diagnostics Analysis (FMEDA) is
essentially required as the tool for risk assessment and for
certification against IEC 61508 in most certification agen-
cies. FMEDA is a detailed analysis of the different failure
modes and diagnostic capabilities of equipment, devices or
components. Table 6 shows a preliminary FMEDA analy-
sis for all the corresponding major components, as shown
in the example in Fig. 5. These components constitute the
key functionalities of the BMS and can effectively detect
all the possible abnormalities in the battery cells, sensing
system, processing system, and isolation system. From the
functional safety point of view:

(1) The voltage, current, and temperature measurement
of the battery cell involves a single channel (voting

@ Springer

arrangement is 1ool), and hence there is no redundancy
or lack of reliability of the sensing system.

(2) Since the sensing system has no redundancy, any mal-
function of the sensors will cause catastrophic failure,
as the BMS has lost its most critical functionality,
which is the diagnostic system.

(3) Instability of the microcontroller clock frequency will
cause malfunction in the BMS control system and sub-
sequently trigger the dangerous failure condition, even
if the sensing elements are healthy.

(4) Any error or failure in the microcontroller firmware will
caused inability of the BMS to diagnose and control
the electrical system. Such circumstances will further
escalate to system failures that might cause severe dam-
age or even injuries to personnel.

Based on the functional assessment, the following sug-
gestions or remedies could be implemented for risk reduc-
tion procedures that will further reduce the PFD to achieve
the targeted SIL level:

(1) Additional sensing elements through the addition of
hardware and relative comparisons and logic assess-
ments made in the MCU to ensure the reliability and
robustness of every sensor.

(2) Implement two channel and the 1002 architecture
arrangement for the control unit and isolation system
S0 as to provide at least one redundancy.
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Table 6 Basic FMEDA analysis for corresponding BMS major components

Main component

Potential failure mode

Potential causes

Potential effects

Lithium-ion battery

Analog Front End IC

Microcontroller unit

Charging, discharging relays and
isolation

Driver IC (for FETs, MOSFETs)

Sensing component (voltage,
temperature, and current)

Short-circuit
Abnormal output voltage

No output

Cracking

Discontinuous operation
AFE IC fault

Voltage measurement error
Current measurement error
Temperature measurement error
Operation error

Bits error (SRAM/flash memory)
Communication failure

ADC read error

Inoperative

IC/component fault

Control failure

Abnormal readings, no readings,
abnormal behaviour

Cell balancing error, wrong con-
nection

Low battery capacity, overheating

Poor performance
Lower battery capacity
Lower battery capacity
Component Fault

Measurement circuit component
error

Measurement circuit component
error

Measurement circuit component
error

Unstable source voltage/clock
Unstable source voltage/clock

Circuit fault, unstable source
voltage

Measurement circuit error, unsta-
ble source voltage

Component fault, wire discon-
nection

Component flaw, damage

Circuit abnormality, component
fault

Component fault, IC damage,
circuit abnormality

Battery damage, degradation, fire

Load damage, battery fire, explo-
sion

System malfunction

System performance degradation

System performance degradation

Monitoring and control fault, dan-
gerous failure

No over-/under-voltage control,
dangerous failure

No overcurrent control, dangerous
failure

Dangerous Failure, fire or explosion

No battery control, dangerous
failure

No battery control, dangerous
failure

Not receiving measurement data

Current and temperature error,
dangerous failure

No safety function, dangerous
failure, fire and explosion

No isolation control, dangerous
failure, fire and explosion

No isolation control, dangerous
failure, fire and explosion

No battery parameters measure-
ment, error readings, dangerous
failure, fire and explosion

IC: integrated circuit; MOSFET: metal-oxide semiconductor field effect transistor; SRAM: static random-access memory

(3) Include an external crystal oscillator to remedy the
problem of instability of the MCU internal clock and
make a relative comparison between the two clock fre-
quencies. If any difference in value exceeds the set-
value, isolate the battery cell.

In the event of an error detected in the firmware opera-
tion procedures, the system should be designed to de-
energise, and disconnect or isolate the battery cell from
all the external circuitry after a set period of time.

“

The functional safety concept is introduced in this exam-
ple, although simplified, but nonetheless it provides several
important considerations that need to be taken into account
when designing a full-scale SIL compatible BMS for a large
energy or capacity battery pack. The key points presented
are those routes by which the most common failures that a
BMS could encounter occur and potentially cause severe
mishap to the system applications, operators, and consumers.

Performing quality FMEDA analysis is significant not only
to ensure that the risk is tolerable and manageable, but also
to prevent unnecessary excess in design complexity, cost,
and maintenance operations. A full introduction on how to
conduct an FMEDA is beyond the scope of this paper and
can be found in (Low et al. 2011).

8.2 High voltage safety system

The importance of recognising the high voltage (HV) and
low voltage (LV) circuitry in a battery pack system design
is paramount to ensure adequate isolation requirements and
hence the overall safety of the battery pack. The HV system
is defined as the path for the main current from the battery
pack to flow to the application load system. In practice, it
is visible through the size of the current carrying conduc-
tors, which are considerably larger than for the rest of the
wiring system and connected to several bulky components
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in the entire power train system. One of the most funda-
mental operations is to effectively isolate the poles of the
battery pack so that further charging and discharging of the
entire battery pack is terminated when the allowed voltage,
current, or temperature operating limits are violated. To do
this, pole-cutting relays or contactors are employed. These
components have high make-and-break current tolerances
at high voltages and allow safe disconnection of the poles
even under load. Functional safety analysis, as mentioned in
Sect. 8.1, shows the necessity of isolating both the HV+and
HV-— battery poles to safeguard the complete separation,
even if one of the contactors remains trapped in the closed
position. Employing relays with auxiliary contacts in place
is highly recommended, so as to allow the detection of the
position of the main current-carrying contactor and to facili-
tate diagnostic mechanisms such as detecting faulty opera-
tions or logics. In addition to the isolation system, it is also
essential to limit the inrush current once the contactor is
closed to protect the relays and other power electronics from
damage. The inrush current is caused by the rapid closing of
the contact between the HV source and the electrical load,
such as an electric motor. This function can be performed
through a pre-charge circuit that consists of a power resistor
that limits the initial peak current and a relay to switch the
resistor into the current path. The power resistor also serves
to discharge any DC link capacitor that can be sourced from
the power electronic components inside the electric motor
controller. Discharging the left-over charge of the capacitor
after deactivation of the battery pack allows safe disassem-
bly of the HV system during maintenance or troubleshooting

Main rela}': '
AV+O I Lo e O HV+
.Pre N [J Precharge
discharge )
. relay
resistor
DischargeL\ FICICICI
relay § ' '
7 ' ' HV—
25 " o o
Mainrelay * « = « «
ve
(@)

operations. Figure 6a presents a schematic of a typical exam-
ple of the HV relays and pre-charge circuit configuration that
are employed in automotive battery pack systems (Johnson
2014).

Fuses are another type of critical and essential component
that are employed in HV battery pack systems for isolation
purposes through high or excess current conditions. Excess
current, commonly caused by short circuits or malfunctions
of sensing elements, can lead to dangerous types of fail-
ure such as fire and explosion. It is extremely critical that
every fuse employed in an HV battery pack system needs to
be thoroughly scrutinised through the manufacturer’s data-
sheets and found to comply with all relevant safety standards
to make certain that the safety operation of the large-scale
battery pack system is not compromised. Apart from the
electronically-controlled safety devices, manual interlocks
and breakers should be integrated into the HV system.
This is to ensure that no HV connectors are left open with
exposed cable contacts, while also making certain that the
isolation procedures are effective.

In some circumstances, such as in underground coal
mining, extreme conditions such as strong and frequent
vibration, extreme temperature, dirt, dust, or water
encountered throughout the lifetime of the operational
battery pack system can affect the safety components
through unintentional connections between the HV power
lines and low voltage (LV) grids. Such conditions will lead
to severe consequences such as loss of BMS functional-
ity and subsequent dangerous failures. To prevent these
from happening, the isolation resistance between the HV
and LV grids has to be monitored through the Insulation

Inverter

DC
AC

Electric
Motor

- e momomomeoEmomeoEmomeomeom o= e

Fig.6 High voltage system safety components: a Pole cutting relays and pre-charge/discharge circuit; b Working principle of insulation monitor-

ing device
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Monitoring Device (IMD). The IMD is connected to the
HV lines, both the HV+and HV—, and to the multiple
points of the LV ground, which is the chassis of the vehicle
for the traction system. The device will then superimpose
a voltage signal on the HV lines, and if there is a current
flow between the HV and LV grids due to accidental con-
nection, the device will pick up the voltage drop across the
measuring resistance R,. If the voltage drop exceeds the
set value proportional to the insulation resistance Ry, an
alarm will be issued, and the isolation system will be trig-
gered. Figure 6b shows the general measurement principle
schematically, and more information can be found in other
sources (Bender and KG 2013; Hauser and Kuhn 2015).

In general, the two important aspects of HV safety
that need to be taken into thorough consideration for any
development of a BMS for use in large-scale battery pack
applications are (1) safety of the development personnel or
engineers at the manufacturer and the maintenance level,
and (2) safety of the system operators and end users or
customers when the product is in operation (Brandl et al.
2012; Chatzakis et al. 2003; Jossen et al. 1999).

8.3 Unauthorised manipulation of the safety
system

The concerns about security flaws in the embedded control
systems of BMS and other related components has been
extensively addressed. Regrettably, security issues are not
uncommon in modern and advanced society. In the past,
many embedded systems were developed without consider-
ing the security of the information technology (IT), and the
communication channels were often unprotected and vulner-
able to manipulation by others. As the main task of a BMS is
to prevent dangerous failures or hazards originating from the
battery cells, manipulation or corruption of the data received
by the BMS will lead to catastrophic events. Therefore, any
developers of the system must consider whether IT security
is taken into account during the development process. A
thorough review on the scope of this focus is presented in
(Sagstetter et al. 2013), which includes the basic protection
principles. For example, the separation of communication
channels and use of gateways (private bus, internal vehi-
cle control network, and external charging communication
bus) to complicate access to control information is of great
importance. The security development should also consider
limited or controlled access of personnel to the system firm-
ware and data, and initiate plausibility checks for critical
commands such as control of pole cutting relays, charging
operations, activation of balancing circuits, and transferring
information to external devices.

9 Concluding remarks

The increasing number of large-capacity and high-energy
lithium ion battery packs in both mobile and stationary
applications have certainly had an impact on the progress of
development of Battery Management Systems (BMSs) with
more stringent requirements on both safety and functionality.
The BMS is one of the basic units in every battery pack sys-
tem and the only one interacting with the connected battery
cells that receives and gives information and instructions on
all internal and external events. In this article, the details of
BMS systems for electrical transportation and large-scale
storage applications have been discussed, including compo-
nents, functionalities, topology, operation, functional safety,
and internal architectures.

Depending on the application, the BMS can have several
configurations, but the essential operational goal and safety
aspects of the BMS remain the same, which is to protect
the battery and the whole associated system. The industry
standards covering the BMS functionality and safety are
also presented, and some recommendations are provided to
pave the way for the development of future BMS systems to
facilitate a more robust, versatile, and demanding working
environment. Furthermore, the development of novel safety
devices such as high-power electronic fuses and unidirec-
tional pole-cutting relays are well under way and will lead
to faster reaction times and non-destructive activation or
deactivation. Together, these devices create the opportunity
to provide the industry with a more comprehensive energy
storage system that not only exhibits excellent functionality,
but also delivers the highest quality safety features.

In addition to improving the safety and reliability of bat-
tery systems, advances in battery state estimation, power
optimization, and the user interface experience are of great
significance for the next generation of BMS. All of these are
conducive to making the battery pack system more trans-
parent, not only to the external components, but also to the
operators and users. More powerful embedded processors
and feasible data storage solutions enable the use of more
elaborate cell models and power-usage history data, and sup-
port complex functionality to improve the remaining range
predictions as well as the operating life of the battery pack.
Compatibility between various systems and corresponding
safety functions must be meticulously studied, and the BMS
and battery should undergo various test run programmes
before operation. These can be performed through a dedi-
cated test bench with multiple test modes available for
implementation and the ability to communicate all diagnos-
tics via common communication buses.
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